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» Sites Visited / Worked

Ben Ranayhossaini P.E. *

Manager, System Architecture, Secure
Integrated Solutions

« B.S. in Electrical Engineering, Penn State
University

 M.S. in Electrical Engineering, University
of Pittsburgh

* Registered Professional Engineer, TX -
PE-136350, OH - PE-82892 *

« CompTIAA+ - COMP001002734935

* Nuclear Power Tenure +16 years

« Westinghouse Electric Company —
Class Non-1E - Ovation Distributed
Control and Information Systems (10

yrs)
* Mirion - Secure Integrated Solutions —
Nuclear Security (6 yrs)
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International

Koeberg Nuclear Power Plant, Capetown South Africa, - Ovation Plant
Computer Upgrade

Beznau Nuclear Power Station, Dottengen Switzerland, - Ovation Plant
Computer Upgrade

Barakah Nuclear Power Plant, U.A.E., - APR 1400 Non-Safety Ovation
Digital 1&C, and Cyber Security

Shin Kori 3 & 4, APR 1400 Non-Safety Ovation Digital 1&C

Vogtle 3&4, AIM SCS Project & Units 1 - 4 Transition/Cutover
J.A. Fitzpatrick, AIM SCS Project & Site Transition/Cutover
Riverbend, AIM SCS Project & Transition/Cutover

North Anna, AIM SCS Project & Backend Site Transition Support
Oconee Nuclear Station, AIM SCS Site Transition Support
Catawba Nuclear Station, AIM SCS Site Support

Davis Besse Nuclear Power Station, Site PSCS Walkdown
Palisades Nuclear Generating Station, Site PSCS Walkdown

Engage. Explore. Empower.
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» SIEM Configuration and Administration
« SIEM Overview
« SIEM Configuration
« SIEM Administration

« NMS Configuration and Administration
« NMS Overview
« WhatsUp Gold Configuration
« WhatsUp Gold Administration

» SIEM and NMS Dataflow

= Final Exam
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SIEM Configuration
and Administration




The Security Information and Event Manager (SIEM) is a device that provides reaktime analysis of security alerts generated by network hardware
and applications. Often used on several Nuclear systems to satisfy NEI 08-09 controls for centralized logging of events on systems.

« Mirion SIS currently uses Trellix SIEM as the solution on AIM SCS systems (projected to be going to Splunk in 2025)
« Trellix SIEM architecture consists of an Enterprise Log Manager (ELM) and Enterprise Security Manager (ESM)

The ELM logs and parses the data from various sources (Workstations, Servers, Switches, NIDS, Anti Virus) on an AIM SCS system.
« Source - Datasource
« Data - Syslogs, WMI, Databases
» Parsing - Parses the data obtained
* Log - Logs the parsed data

The ESM aggregates and correlates the logs to identify security threats and alarm on these events.

If a threat is detected, the ESM is configured to alarm on the security incident(s) so that a site may investigate and respond.

« Alarms and Notification = SIEM Alarms, Notifications
» Reporting > Weekly autogenerated reports, Incident response

Alarms

« Some are configured as local alarms on the SIEM

« Some are automatically forwarded to AIM.

I\/IIRION
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« Common SIEM Datasources on an AIM SCS System

Network Switches and Devices

Servers and Workstations (Running Windows, Linux, etc.)

Cyber Security Devices and Software Applications (NIDS,

Firewalls (HW and SW), Endpoint Protection, etc.)

Encoders
Other SIEMs

= Datasources provide data to the SIEM by

RFC 5424 Syslog
WMI (Windows Servers and Workstations)
Databases (Trellix ePO, Trellix IPS)

=  WMI and Database Log Collection Process

Log retrieval occurs using credential based access
» Access to the WMI on the machine
« Access to Databases

Permissions controlled by Group Policy

Denied Local Logon

MIRION
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Receiver/ELM

Parser

i

Logger
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SIEM Overview — AIM SCS Architecture

AIM Workstations

AlM Hosts Control
% ™ Panels

Rail A Rajl A
Rajl B Rail B HEGUs

Video Rail Video Rail

Cameras

MGEMT

Active Directory Servers
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Properties

Policy Editor Retrie

ve Events

Data Sources

Normalized Dashboard

0 Local ESM - Mcafes_eP0 - (Meafes_eP0)

Triggered Alarms BO0 6
Physical Display :
ﬁ’, Alarm Name  Summary Assignee
S ™ Physical Display SIEM Critical 5t Local Receiver-ELN status changed from Active bo Critical SIEM_Admin
GED | Local E5M Rogue System| Signature 10 '1000-meafes_rsd* (43-2299997294) match found STEM_Admin
[Lacal ESM) STEM Critical 5t Local Receiver-ELN status changed from Active to Critical STEM_Admin
-’S-IEU Local Receiver-ELM Rogue System| Signature 10 '1000-mcafes_rsd” (43-2299997294) match found SIEM_Admin
OB Meafes_eP0 Rogue System| Signature 10 ‘1000-mcafes_rsd" (43-2299997294) match found S1EM_Admin
(Mcafes_aba) ALARM-REMOVE Signatune 10 ‘Disabled Task Scheduler tazk’ (43-257001420) match faund aimsrsadmin
@ Mcafee_ePO_Endpeink Security Firewa Rogue System| Signature 1D '1000-meafee_rsd" (43-2199597294) match found SIEM_Admin
% @ Mcafes_sPO_Endpoink Security Platfo Rogue System| Signature [0 '1000-meafes_rsd* (43-2299997294) match found STEM_Admin
o Meafes_sPO_Endpoint Secufity Threal Required Servis Signature 1D 'Service Startup Configuration Change' (43-3000014) match found SIEM_Admin
o Meafes_ePO_Endpeink Security Web Required Servi Signature 1D 'Service Startup Configuration Change' (43-3000014) match found SIEM_Admin
QO Mcafes_sPO_ePO Audit Log (eP0) SIEM Critical 5t Local Recaiver-ELN status changed from Active to Critical SIEM_Admin
Q Mcafes_ePO_sPolicy Orchestrator Ag SIEM_Admin

| Alarms

o Mcafes_ePO_Host Daks Loss Prevent

oal nos

SIEM Critical Status
Rogue System{s) Detected
SIEM Critical Status
Rogue System(s] Datected

Rogue Systamis] Datacted

Unacknowledged Alarms

Rogue System| Signature 1D ‘1000-meafee_red' (43-2299997294) match found

Detaids  Triggering Event = Actions

Signature 1D '1000-mcafee_rsd' (43-2299997294) match found

Agsociated Indicator:

75
75
73
73
15
100
75
75
73
3
13
15

Alarm Namae: m Trigger Date: W Escalation Date:

Stabus: Unacknowledgad Atknovledge Date:

Asilgnee:  SIEM _dmin seknordadged By: Alarm Details
Egvarity: Casa:

Trigger Date

07/13/2021 10:53:45
07/13/2021 10:07:54
07/13/2021 02:06:32
07/08/2021 18:30:39
07/08/2021 09:37:01
07/07/2021 13:56:55
07/07/2021 13:17:09
07/02/2021 13:04:12
07/02/2021 12:22:26
07/02/3021 12:21:26
07/02/2021 08:17:17
07/01/2021 12:45:00

LUser time: 07)

Acknowledge Date

07/07/2021 14118119

Acknowledged By

aimscsadmin

? | IEM_Admin v

| 4 agoan

A

® & Hints
¥ ! orda
¥lor
¥ilor
¥lor

Floraad

Florsad
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Initial conditions assume a Trellix SIEM with the latest version of SIEM
ESM is installed and ready to configure:

Add Datasources to the SIEM

« Syslog Datasources need to be configured to forward logs to

SIEM.

«  WMI and Database Datasources need to have an account
created with the service account credentials

Configure Rule sets

« Mirion SIS has a standard ruleset which is imported

« Create custom rules for any custom datasources

Import Dashboards and Reports

« Mirion SIS has standard Dashboards and Reports which are

imported

Configure Alarming

» Mirion SIS has standard SIEM Alarms and Templates

configured

« SIEM Alarms can either be locally reported on the SIEM or
configured to send an alarm to AIM
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Recwiver | ELM Proparties - Locsl RecsiverELH
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Canfigure data sounces for this receiver. Ups SHIFT#click cr CTRLU=click to salect and adit multipls dots sources ot
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Hame and Descrplon ®

Connection Hame

Evanis, Flows & Logs
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Recelver [ ELM Conflguration

w A
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Flaw Aggregation w CASATM
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. w CLUIR

Data Routing

w CYBERAFR

Vilmerability Assessmant
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Data Storage -
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= HASOZ
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= WVRZ

At Learn

Ranama

w MzAfes NEM Audit Legs

Clianis Typa Parsing ELH

Wirsdpirs Ev

] Cerralation |
o Wirsdais Ev
o Windpwy By E
o Windtws Ev -]
L) Wirdows Ev [
o Wirsdews Ev =
o Wirdows Ev
i Witsdgwi Ev H
o Wirsdows Ev
¢ Wirdews Ev
o Wi Ev
& Windews Bv [l
o Hiatanrk Sl =
& Windows Bv
o Witk Ev ]
o =
0 m ]

Wirsdgw Ev
Ayte learn wnknown 19 addresres to create multiple date sources
Mizdfy tha namas for tha User Dafined dats s0urcs &nries
Upland & fils for the salected dats ssurce (ayalsg analy

‘Write tha dats sowrce sastings to this Recabwar

oK

Add

Ddst

Impart

Higrate

b4
@
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Configuration 3 | Normalized Dashb_ b4 |

© Local ESH - HcAfee ePO - HeAfee ePO_ePO Audit Log (ePO) (+]
co® a | Enhanced ELM Search G E =
Physical Display |
SearChing the ELM w WKST - SAS ACCESS LEVEL WS 1 O] [ | cose tnsensitive | | Ragular Expression | | Does NOT Contain Search Term

¥ WKST - SAS ACCESS LEVEL WS 2 *Graphs show an appreximation of tha search results until the search is completa.

Logs (Enterprise Log Results Time Distribution: <" | | DataScurce Results: <" | | Device Type Results: Pl

WKST - 5345 BACKUP VIDEC WS
a7 (100%) 57 (100%) 37 (100%)
HEH WEH
Manager) Mcafes 490_e20 Audit Log (e0) N 7 | <Po Audit Log (vc) N s

W

WKST - SAS PROGRAMMER W3 4

o W

WEST - 5AS VIDEQ WS 1

W

WEST - SAS VIDEQ WS 2

% WEKST - SAS VIDEQ WS 3

2
w WKST - SAS VIDEC WS 4
W WHKST - 545 WS 1 i
% WKST CAS BACKUP VIDEQ WS s

w  WKST CAS PROGRAMMER W3

Ol Meafee PO 01:00 04:00 O7:00 10:00 13:00 16:00 1900 22:00
e el

05/24/2019 05/25/2019
(Mcafas aPO) 00:QQ:00 Q0:00:00
@ McaAfes aPO_Endpaoint Security Firavwall (am0)
Search Results: e |
2 McAfes ePO_Endpoint Security Flatform [aPO
Data Source Insert Time Text
2 McAfee eFO_Endpoint Security Threat Prevent D
Meafee ePO_ePO Audit Log (ePD) | 05/24/2019 00:09:18 AutolD="43961" ProductFamily="ORIONAUDITLOG" UserName="epo_sdmin” Userld="1" Prigrity="2" CrmdName="LdapSync: Sync across users fr
2 McAfee ePO_Endpoint Security Web Control {
MeAfee ePD_ePO Audit Log (ePD)  05/24/2019 00:09: 18 AuteID="43962" ProductFamily="ORIONAUDITLOG" UserlName="system” Userld="2" Priority="3" CmdName="Endpsaint Security Firewall Property ~
D McAfee ePO_ePO Audit Log (ePO)
MeAfes ePD_ePO Audit Log (ePD)  05/24/2019 00:24:21 AuteID="43963" PreductFamily="ORIONAUDITLOG" UserlName="system” Userld="2" Priority="3" CmdName="Endpaint Security Firewall Proparty *
2 McAfes ePO_ePolicy Orchestrator Agent (ePO
McAfas aPO_aPO Audit Log (@FO) | 05/24/2019 D0:144:24 AutolD="43564" ProductFamily="0RIONAUDITLOG" UserName="systam” Usarld="2" Priority="3" CmdNama="Endpaint Sacurity Firawall Proparty
2 MecAfes ePO_Host Data Loss Prevention (ePO
McAfee ePO_ePO Audit Log (ePO) | 03/24/2019 00:54:26 AutolD="43%965" ProductFamily="0RIONAUDITLOG" UserName="systam” Usarld="2" Pricrity="3" EmdNamae="Endpaint Security Firevall Property —
Alarms McAfee eFO_ePD Audit Log (eFO] | 05/24/201% 01:09:25 AutolD="43%65" ProductFamily="0RIONAUDITLOG" UserName="system” Userld="2" Fricrity="3" CmdName="Endpaint Security Firewall Property
B ONS: Switch Configuration Changa McAfee ePO_ePO Audit Log (ePO) | 05/24/2019 01:29:33 AutolD="43967" ProductFamily="0RIONAUDITLOG" Userame="system” Userld="2" Pricrity="1" CmdName="Endpaint Security Firewall Property
. ONS: Service Startup Configuration Chage McAfee ePO_ePO Audit Log (ePD) | 05/24/2019 01:44:35 AutolD="43968" ProductFamily="0RIONAUDITLOG" UserName="system” Userld="2" Priority="3" CrmdName="Endpaint Security Firewall Property
H ©ONS: Scheduled Task Deleted MeAfee ePO_ePO Audit Lo (ePD) | 05/24/2019 01:54:36 AutolD="43963" ProductFamily="0RIONAUDITLOG" Userlames="systam” Userld="2" Priority="3" CmdName="Endpaint Secufity Firewall Propery
B ons: Scheduled Tazk Craated McAfes ePO_ePD Audit Log (ePO)  05/24/201% 02:09:3% AutolD="43570" ProductFamily="0OR IONAUDITLOG" UserName="systam"” Userld="2" Pricrity="3" CmdName="Endpaint Security Firewall Property *
B ons: Senvice Startup Configuration Chnge Mcafas aPO_ePO Audit Log (ePO) | 03/24/2019 02:29:42 AutolD="43571" PreductFamily="ORIONAUDITLOG" Userama="systam” Userld="2" Pricrity="3" CmdNama="Endpaint Sacurity Firawall Proparty
W ONS: virus D d McAfas PO _aPO Audit Log (aPD)  05/24/2015 02:144:44 AutolD="43572" ProductFamily="0ORIONAUDITLOG" Userlame="systam” Usarld="2" Priority="3" CmdNama="Endpaint Security Firewall Proparty
OGNS Virus Detectad
L Mcafee eFD_ePO Audit Log (ePO)  03/24/2019 02 144:44 AutolD="43573" ProductFamily="0RIONAUDITLOG" UserName="epo_admin” Userld="1" Priority="2" CmdName="0ownload Software Product List
McAfes ePO_ePO Audit Log (ePO) | 05/24/2019 02 144:44 AutolD="43974" ProductFamily="CRIONAUDITLOG" UserName="epo_admin” Userld="1" Priorty="1" Cmdhame="Repository Pull” Success="0" 5
A B N it WLTPF HOW Lol OSIAL018 N0, SA A6 Aaabn IO ="AFHTE" Mol b il SO LORALIDIET L R L hi. ot 3 =L 3 R R 5 L =B imb 2 b KL 11D, e
Page 1 79% Complete IE

Hs EH:2 Ho
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I McAfee

ESM 11.3.2 20200730

Configuration .4 |

Normalized Dashboard > |

Alarms Dashboard » |

©) Local ESM - Local Raceiver-ELM - ADA

G o9

Physical Display

O | Physical Display
=ED | Local ESM
{Local ESM)

@ﬂ 2Policy Orchestrator
OIEEI | Local Receiver-ELM
(Local Receiver-ELM)

w .Correlation Engine

w  ADA
W ADB

w CASOPR1
w  CLIPA

w CLIPB

w CYBEROL
w CYBEROZ
u | ESXil
w | ESXi2
w | ESXi3
u HOSTA

w HOSTE

w SASOPR1

u  SWIL-SVR

|4 | RTX - Account Medification Summary | | g m =5 7
| E All User Account Changes Events ', | | E Event Distribution ', | i E Source User ',
Bound to Events 4 (100%) | Bound to Events 4 (100%) | Bound to Events 4 (100%:)
HEMN HE
a computar sccou... N > anowamous .. I -
System Successful... - 1 I :- 1
1
2 I | T
I | Page 1 |
|
1 I i E Destination User .,,
I Bound to Events 4 (100%&:)
I HE
o soxs I
~ces I :
2000 2004 Z0os 2012 2016 2020
HosTas N :
12/31/1999 09/18/2021 %
2010100 1410000 | owners [ :
Page 1 =! il ‘ | Page 1 = = ‘
_ =
| E Events "'|
Sewverity Rule Message Source IP Device Name Last Timea Event Subtype
25 A computer account wa: 192.168.100.100 ADA 09/10/2021 08:44:12 modify
25 A computer account wa: 192.168.100.100 ADA 09/07/2021 13:44:04 maodify
25 System Successfully Ch 192.168.100.100 ADA 09/07/2021 13:44:04 informational
25 A computer account wa: 192.168.100.100 ADA 09/02/2021 14:33:52 modify
Details | Advanced Details | Geolocation | Description Motes Custom Types Packet
First Time: Last Time: Cruration: —
Source IF: Dest. IP: Protocol: __|
Source Port: Dest. Port: Ewvent Subtype:
Source MAC: Dest. MAC: WLAM: [
L ] =
Fage 1 -, = | Al events | | ‘

-

VITRTUIN
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SIS - Account Modification Summary
SIS - Administrator Logon Summary
SIS - Application Control Summary
SIS - Audit Trail Modification Summary
SIS - Backup Summary

SIS - Critical Linux Events

SIS - Failed Logon Summary

SIS - Malware Exploit Summary

SIS - Network Security Summary

SIS - Policy Changes

SIS

RADIUS Summary
SIS - SIEM Alarm Summary

SIS - USB Usage Summary
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Mirion Technologies’ philosophy on alarms is to limit to two types:

« Events that require immediate action by a cyber security
incident response team

« The system is under cyber attack

« The cyber security posture of the system may be
compromised/tampered with

» Events to be brought to system administrators’ attention but
otherwise may be overlooked

« Situations not monitored by AIM software

Case Management
« Cases can track investigation/incident response

» Created automatically on alarms or manually

MIRION
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System Properties

System Information

Clustaring

Content Packs
Custom Settings
Custom Types
Cyber Threat Feeds
Data Enrichment
Database

Email Settings

ESM Management
Event Forwarding
File Maintenance
Global Blacklist
Hosts

Login Security
Profile Management
Reports

SNMP Configuration
System Log

Users and Groups

Watchlists

Alarms | Settings

Name

Account Lockout
Application Control Vialation
Backup Disk Space Mot Ava
Correlation Event Severity
Device Failure

Davice Health

EPS Rate Excesded

Fziled Login Attempts

Filz Scraen Policy Viclation
Policy Changs

Possible Event Time Mismat
Required Service State Cha
Rogue System(s) Datactad
Rule Push Events
Scheduled Task Created
Scheduled Task Delsted
Security Log Tampering
SIEM Critical Status
Suspicious Network Activity
System Log Tampering
USB Violation

USB Violation Detected
User Added

User Maodified

Condition

Internal Event Match
Internal Event Match
Internal Event Match
Specified Event Rate
Device Failure
Davica Status Changa
Specified Evant Rate
Internal Event Match
Internal Event Match
Internal Event Match
Event Delta

Internal Event Match
Internal Event Match
Internal Event Match
Internal Event Match
Internal Event Match
Internal Event Match
Device Status Changs
Internal Event Match
Internal Event Match
Internal Event Match
Internal Event Match
Internal Event Match

Internal Event Match

Status
Enabled
Enabled
Disablad
Disablad
Disablad
Disablzad
Disablzad
Disablzad
Enablad
Disablzad
Disablad
Enablad
Enablad
Disablad
Disablad
Disablad
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Disabled

oK

Import

Cancel

@ X
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* Incident response/investigation best practices:

Start at SIEM
Drill down into data sources, events
Capture ELM logs (raw logs), store offline

Investigate at originating device if needed (e.g., at A/V
manager)

Physical security and cyber security personnel working
together!

Physical evidence may be needed
*  Who was sitting at the computer?
« Badgerecords
* AlMuserlogons
« Alarm History (Cabinet Tamper Alarms)

MIRION
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Configuration > | Normalized Dashboard
L[] Physical Display

Cases

4, Search current table data
Case ID Case Summary

1 app control viclation

p | Incident Management > | Alarms Dashboard > |
Displ g1
Assignee Case Severity Organization Status Case Created
SIEM_Admin 1 MNone Open 09502/2021 15:50:27
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= What reports run?
= When do they run?

= Stored locally on SIEM or

a file share.

MIRION
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System Properties

System Information

Reports:

Alarms MName Condition Status Add
Clustering Weekly Administrative Access Monday at 12:00 AM Enabled
Content Packs Weekly Anti-Virus Event Sum | Monday at 12:10 AM Enabled

Weekly Network Change Sum| Monday at 12:20 AM Enablad
Custom Settings

Weekly NIDS Summary Monday at 12:30 AM Enabled
Custom Types Weekly SIEM Alarm Summarn, Monday at 12:40 AM Enabled
Cyber Threat Feeds
Data Enrichment Import
Database
Email Settings
ESM Management
Event Forwarding
File Maintenance
Global Blacklist
Hosts
Login Security
Profile Management

Disable Disable reporting. Reports are currently enabled,
SHNMP Configuration
System Log Conditions Manage report conditions
Users and Groups Recipients Manage email addresses for report recipiants
wWatchlists View Wiew currently running reports with the option to cancel them
Files View genarated report filas

@ [X

Engage. Explore. Empower.

© 2024 Mirion Technologies. All rights reserved.




NMS Configuration
and Administration




« The Network Management System (NMS) is a comprehensive network monitoring
and management tool for optimizing and maintaining network infrastructure on a
system.

« Mirion SIS uses WhatsUp Gold as the NMS solution on AIM SCS systems.

 Using SNMP (Simple Network Management Protocol) and MIB (Management Discover - Map - Monitor - Alert - Report
Information Base) the NMS interrogates network connected devices to obtain and ) .
monitor information of network attached devices including network status, hardware =~ = ———— v =
health and activity, and other performance indicators (disk space, memory utilization, : l ' 2 S22
processor utilization, network latency, and bandwidth utilization). —

* Interrogation - Polling

* Monitoring Information = Active, Passive, and Performance monitors

* Depending on the returned value of the Active, Passive, or Performance monitors
upon polling, the NMS is configured to take action by to sending a notification to AIM

if an alarm threshold is met. ~ Real-time = E&ﬁ:ﬂ R
graphs R e eports
« Active Monitors - Action Policies _ Esmmes
« Passive Monitors - SNMP trap messages Alerts -
O\NhatsUp

« Performance Monitors = Mirion SIS configures a custom scheduled task and
script to obtain the performance information from the WUG database and send
an alarm to AIM.

MIRION 2 4
Connect Engage. Explore. Empower.
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 Active Monitors

« These monitors include hardware status (Boolean).
« Switch Port Interfaces
» Hard Drives
. Fans Discover - Map - Monitor - Alert - Report
* NIC - Ping and SNMP —_—

o —

« Power Supplies

= Passive Monitors

Discovery
« These monitors include software status (Boolean)

« Time Synchronization jg

« 0OS Services e Menitoring Erm———

» Performance Monitors — @ -

+  These monitors include hardware status (Numeric) " Realtime e -
graphs ‘é +a Reports

« CPU Utilization (frequency) _ Eapms-
« Memory Utilization (percentage)  her
 Disk Utilization (percentage) Q@ WhatsUpCold
« NIC Bandwidth (percentage)

MIRION
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WhatsUp NMS Gold Configuration - Monitors

Active Monitors
« SNMP OID that WUG actively polls on a configurable basis

« Active monitor polls a MIB, and expects a certain value back

o As defined in Monitor Library in Admin Console

 |If polling returns a value other than the expected value, or no value at all, monitor is “Down”

I\/IIRION
Connect 4
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WhatsUp Gold Configuration NMS - Monitors

Active Monitors

Example active monitors

l

[ Monitor

w, Intarface
[0 -, Interface
[0 - Interface
[ =, Interface
O (7 Ping

O i, SHMP

" Type: Passive Monitor

O _;9 Domain Time Sync Fail

O _;:; Domain Time Sync Out of Bo...

Active Monitor Properties

Apply this Action Policy

Interface Action Policy

LState Change

MGMT Up at lea=t 5 min Yes
RAILA Up at least S min Yes
RAILE Up at least 5 min Yes
RAILY Up at least S min Yes
Up at lz2a=st 5 min Yes

Up at least S min Yes

Yes

Yes

Action to perform

Interface Up Alarm

Interface Down Alarm

Yes Mo 130 seconds [Defaul)
fes Mo 130 seconds [Default)
ez Mo 130 seconds [Default)
fes Mo 130 seconds [Default)
fes Yes (1] 130 seconds [Defauld)
Yes Yes (2] 130 seconds [Default)
ez

Yes

24
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WhatsUp Gold Configuration NMS - Monitors

Passive Monitors

« SNMP OID that WUG passively listens for via SNMP trap
 Originator of trap must be configured to send the trap to WUG
* In AIM, most monitoring is active

e Passive monitors limited to

o Domain Time Il time sync failures
o Monitored Applications or services

MIRIO N
Connect Engage. Explore. Empower.
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WhatsUp Gold Configuration NMS - Monitors

Performance Monitors

What performance indicators are relevant for this machine?

MIRION
|Connect 24

Annual Users’ Conference

%" Type: Performance Monitor
[ <= CPU Utilization

] Disk Utilization
[0 #* Memory Utilization

] G“ Fing Latency and Availability
[

J Vhware Datastore IOPS

ez

ez

ez

ez

Mo

10 Minutes

10 Minutes

10 Minutes

10 Minutes
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Initial conditions assume a WhatsUp Gold instance is installed and ready to configure:

» Network Discovery

- Discover network attached devices using a Discovery Scan via SNMP Discover - Map - Monitor - Alert - Report
credentials

-

= Device Configuration

« Once adevice is discovered, the properties of the device are configured

. . . . Discovery
» Active, Passive, and Performance monitors are configured

» Ensuring correct arguments are assigned to the Active monitors f il 7
« Setting Polling frequency for device (30s, 60s, 120s) =

= Configure Actions / Alarming

« Configure Actions

Real-time -—_ﬁ» 5 as =
»  Assigning Action Policies to each of the Active monitors (Interface, e E : 52l =
Ping, Monitor policies) - CreateAIMAlarm.exe e 2 SEBES
Alerts

« Configuring action on SNMP trap messages for Passive monitors e
—>CreateAIMAlarm.exe WhatsUp

« Configuring scheduled task to pull performance data from the
database for the passive monitors > WUGNotify.ps1.

MIRION
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WhatsUp Gold NMS Administration - Website

Log In with domain administrator credentials

Username

Password

) Progress
WhatsUp’ Gold

.,/ @ Unified Network, Server
"/« »and App Monitoring

Conn ect Engage. Explore. Empower.
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WhatsUp Gold NMS Administration -
Website

Devices tab — Detail view

WhatsUp Gold = piscover ANALYZE
u  Groups ¢ My Network (47 Devices)
H]
IE Include devices in sub-groups =" [ DisplayMame I Device Role Operating System Status Brand
v L& [l @ sASvVIDEC? Windows Desktop  Windows 10 Ping - Down At Least 20 Minutes Whiware, Inc.
($t 0 MyNetwork(47)
[0 & sascui? Windows Desktop  Windows 10 Ping - Down At Least 20 Minutes Whiware, Inc.
) g AMHosts (2
g [0 & sasvideol Windows Desktop  Windows 10 Ping - Down At Least 20 Minutes Dell Inc.
:“ :, a Al Video Workstations (4)
'g [l @ sasguil Windows Desktop  Windows 10 Ping - Down At Least 20 Minutes Dell Inc.
3 4 AM Workstations (4
I #ire [0 @ CASVIDECZ Windows Desktop  Windows 10 Up YhMware, Inc.
Y e :
- yeer (10) L @ casguiz Windows Desktop  Windows 10 RAILA - Diown At Least 20 Minutes, RAILE - Down Az Least 20 Minutes Whiware, Inc.
4 i
g r.‘ﬁ DMZ(3) 0 & casvideol Windows Desktop  Windows 10 Ping - Down At Least 20 Minutes Intel Corporation
E
? ,1\"‘:. Domain Contrallers (2) L @ s Windows Server  Windows Up Whiware, Inc.
b
!é f lf} Loz Sources {0) [0 @ CYBERD2 Windows Server  Windows Up Whware, Inc.
=
rig Printers (1] [0 @ CYeeErM1 Windowz Sarver Windows Up Whiware, Inc.
J ) O @ cueoz Windowz Sarver Windows Server Ping - Down At Least 20 Minutes, SNMP - Down At Least 20 Minutes, MGMT .. VMware, Inc.
$4q Qomnity (3
[ & iebsts Windows Server  Windows Ping - Down At Least 20 Minutes VMware, Inc.
W4 snirches ()

MIRION
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WhatsUp Gold NMS Administration - Website

Home screen is configurable

» Drag and drop displays

» Configure size, etc.

Connect

Users’

|I\/|IRION

Annual Conference

Home Dashboard

v >Getting Starte =’

Alerts and Actions General Wireless HD

-, Custom Content

v Memory Utilization - Top 10 by Utilization & v CPU Utili -Top 10 by Utili = 3 D
& MyNewwork ~ % [ Today + # O NoBusinessHours ~ # & MyNewwork ~ % [l LastPolled + # @ NoBusinessHours ~ # (53 A Morikc Albily -
Device Description Size %Avg | Device cPU Last Poll
- @ SEM Physical memory (1) 15,65 GB | o | - @ SWR1B Total: (x4) Unknown Proc... 1 min = Acributes
« @ HOSTA Physical Memory (7) 12.00 GB « @ NTPServer Total: (x1) AuthenticAMD:... 3 min
&% Current Device States
~ @ HOSTA Virtual Memory (6) 13.81 GB ~ @ SVR1A Total: (x4) Unknown Proc... 1 min
- @ SEM Virtual memory (3) 2043GB - @ SVR3B Total: (x4) Unknown Prac... 9 min Dependencies -
« @ SVR2A Physical Memory (7) 8.00GB « @ SVR3A Total: (x4) Unknown Proc. 8 min
- @ NMS Physical Memory (5) 12.00GB m « @ SVR2B Total: (x4) Unknown Proc.. 3 min BDewer AeeMoniop Seaes x
- @ SVRIB Virtual Memory (6) 8.69GB - @ SVR2A Total: (x4) Unknown Proc... 8 min % Device Custom Links -
- @ SVR28 Physical Memory (7) 8.00GB ~ @ HOSTA Total: (x6) Unknown Proc... 4min
- @ SVR3A Physical Memory (7) 8.00G8 [ 723% | — @ NMS Total: (<4 Unknown Proc.. Armin %4 Device Group Mini Status -
w @ SWRIB Physical Memory (7) 8.00 GB - @ SEM Total: (x8) Genuinelnzet .. |~ 144% 45 sec % Device Informaion and Status 2
~ Disk Utili ~Top 10 by Util o V Interface - Top 10 by Bandwidth Utilization = DenceoliME D=tz
& MyNetwork ~ # [l Today + #® © NoBusinessHours ~ # & MyNewwork » % [l Today + # © NoBusiness Hours ~ # Devices in Maintenance
Device Disk Size %Used 4 Device Interface %Tx Avg % Rx Avg T ——
« @ CYBERO! ) 40.00GB @ SASSWV VIan400 (146) | 1.8% 0%
~ @ ADA cm 40.00GB - @ SASSWV Vian410 (148) 0% [ 1.7% ¥ Interface Details
~ @ CYBERO! WA @) 99.87 GB @ SASSWV ESXiD V2 (76) | 1.2% 0.2%
- @ SVR2A DA@) 69.87 GB [ 693% | @ SASSWV SASENCO1 (32) 0% \ 1.2% o LR -
- @ NMS am 30.22G8 [ 66.9% | w @ CASSW-V Trunk to SAS-SW-V2 (123) | 0.6% | 0.5% Map View -
w @ SASADM1 ) 198.27 GB | 66.a% | - @ SASSW-V Trunk to CAS-SW-V2 (124) | 0.5% | 0.6% )
- @ SVR3A DA(2) 69.87 GB | 65w - @ CASSW-V ESXIAV2 (75) | 0.5% | 0.5% ® Monitors Applied -
~ @ SVR2B DA() 60.87 GB w @ SASSW-B VIan100 (77) | 1% 0% Notes -
w @ SVR3B DA@) 69.87 GB - @ SASSWV Trunk to CAS-SW-V (149) 03% 03%
~ @ CYBERO! EAQ) 30.98 GB [ 65w - @ CASSWV Trunk to SAS-SW-V (153) 0.3% 0.3% (@) RertoimaneE MaRioE Samary =
» @ Performance
Vv Total Devices by Type W Poller Health = (@ System Info
Device Role Percentage Count Status Name Lag Time Lag Time Status Troubleshooriag
Discovery Template [ | 15.4% 40 « @  Running Local Poller 0s Good (@ Wireless
Windows || 12% 31
Windows Infrastructure || 12% 3
Windows Server | 620 16 ¥ Sumenary Cotnt X

Engage. Explore.
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WhatsUp Gold NMS Administration - Website

Device status

« Disk/CPU/Memory Tab -
vital usage statistics

e General Tab - last
alarms/alerts, etc.

* Router/Switch/Interface
Tab — bandwidth and
interfaces statistics

WhatsUp Gold DISCOVER MY NETWORK ANALYZE Q [} & & simscsaimin
Device Status v piscPUMemory = = ¥ ommz ~
S —
v Device Toolbar # ¥ | v Disk Utilization - Last 4 Hours (Single Device) # =
1P:182.162.97.31 22 A A0 % 0 . Mesabors - # O NoBuwinessHouws - # @
Host: CYBERD? aimscs local .
Roles Windows Server -
Brandt Microsoft
¥ Active Monitors - D Down of 6 L 75%
&
Monitar Status Criticality g
2
® Pz Up at least 5 min Critical 8 o
@ suwp Up at least 5 min Critical 2
3
@ Interface - RAIA  Up atlesst 5 min % m%
® Inierface-RALE  Up atleast 5 min
@ Inerface - RAILY  Up atlesst 5 min 0%
@ Interface-MGMT Up at least 5 min T eem 0215 = 0845 0500 0915 053 0sds 1000 105 1020 1045 M0 115 LI
 Berormence Monfors - 13 6860 553 30 2930 1606 1030 108 135
"
Monitor Last Pol Value
= 5\ - NewVolume (2003) = C\-05(2000) = EA-SQL(2001) = Z-EPO(2002)
CPU Utilization - Average - Intel(R) Xean(R) Silver 4110 CPU @ 2... 11:50AM 1
€PU Utilization - Average - Intel(R) Xeon(R) Silver 4110 CPU @ 2... 11:50AM 1
¥ Aof 4 disfs) selected
€PU Utilization - Average - Intel(R) Xeon(R) Silver 4110 CPU @ 2... 11:50AM 1 )
€PU Usilization - Average - Intel(R) Xean(R) Silver 4110 CPU@2_. 11:50 AM [ ] o Disk Size %Used |
S\~ New Valume (2003) 1000.00 G2 741%
~ CPU Utilization - Last Polled Values (Single Devic L3
Lol ks S Do) -osem omc ]
B Lastpotied = # O NoBusinessHours = # ® EA\-5QL(2001) 49.93GB | s
7A- EPO (2002) 00068 | 138%
+ Disk Utilization - Last Polled Values (Single Device) &=
M Lastpoied ~ # @ NoBusinessHours ~ # &
3.4% ¥ 2of4 disk{s) selected
=
Disk Size %Used L Last Poll
Total: {x&) Inte(R) Xean(R) Sitver S\~ New Valume (2003) 1000.00 G2 741% 2min
£110 CPU @ 2.10GHz
-osem P .
] EA-5QL{2001) 49.98 GB [ saa Bmin
11 77, EDnionomy 4000 65 | | 138%

MIRION
|Connect 24

Annual Users’ Conference

Engage. Explore. Empower.

© 2024 Mirion Technologies. All rights reserved.



WhatsUp Gold NMS Administration - Website

Analyze

WUG Performance searches give normalized historical data on components over a period of time
= Bandwidth utilization over last 24 hours
= Processor utilization over last 2 weeks

WUG is set to purge data after 60 days to prevent database growth

WhatsUp Gold DISCOVER MY NETWORK ANALYZE SETTINGS

Disk Utilization

& My Network ~ [l 07/05/2021 12:28 PM _ 07/00/2021 12:22PM ~ O No Business Hours =

Device Dk Size "oUsea 4 A

- @ cyesror | testPolled C:\ - 05 (2000) 40.00 GB [ e=s  JEEEEERL

“ @ HOSTA Yesterday €A\ - OS (2000) 75.00 GB | 906% | 67.97 GB

- @& CYBERD1 Previous Week EA - Applications {2001) 30.98 GB 32.42 GB

- @ cyesroz | PrevieusMontm €\ - 05 (2000) 40.00 GB [ 696w | 27.85 GB
Previous Quarter

@ NMS C:\ - 05 (2000) 39.22 GB [ es3% | 26.81 GB

@ ADA Weeleto Date €A - O5 (2000) 40.00 GB [ 677w ] 27.05 GB

-~ @ cascuiz | Menhe Date €\ - 05 (2000) 40.00 GB [ &% | 26.01 GB
Quarrer o Date

~ @ ADB C:\ - 05 (2000) 40.00 GB [ 2% | 24.81 GB

-~ @ cCyBERoz | PastnSeconds > EA\ - SQL (2001) 40.08 GB [ 56.1) 28.06 GB

i >

- & NMS Pastn Minutes WAWolume{61765ae8-0000-0000-0000-70ce0900. .. 791.00 MB T 441.21 MB
Pastn Hours >

- -« s WAWolume{6ded Tedf-0000-0000-0000-70ce00000..  791.00 MB T 441.21 MB
Past n Days >

- ® NMS WWolume{78e4aeg2-0000-0000-0000-70ce0000. . 791.00 MB [ 5534 437.21 MB
Past n Weeks >

- sl W#Wolume{b1480f87-0000-0000-0000-70ce09000...  791.00 MB 437.21 mMB
Past n Months >
Custom > m | o7ross202 [T 1zzaPm ~ |

e @ o ] = 7500 G T 3231 ce

| = Use WhatsUp Server time zone
~ @ HOSTA 40,08 GB I - 2% 21.08 GB
- @ CYBERO2 Si\ - New Volume (2003) 1000.00 GB [ EEETET 363.38 GB
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WhatsUp Gold NMS Administration - Device Properties

Device Properties ® vosta - vz o
Display Name | Edit 05| Edit Device Status ~ Up
HOSTA Windows Server 2019
L] ) .
DeVIce propertl es Host Name | Edit Brand | Edit Up At Least 5 Minutes
HOSTA aimscs. local Vhlware. Inc.

Keep Details Current

° Na me: no Sp aCeS or m—\ IP Address | Configure Network Interfaces Role | Edit Motes | Edit

1921689712 Windows Server

H _ This device was scanned by discovery on 11/2/2020 9:50:00 AM.
special characters SNMP OID | Edit Custom

1.3.6141311.1.1.30.2

» Polling type: Host
Na me Vs Network m + - Setup Critical (Enabled) || Hide disabled monitors i\ Go o library...

Polling

[] Monitor Argument Comment Status Enabled Library Critical Polling Interval
Ad dreSS Actions " Type: Active Monitor
Interface i c

Credentials (2) O i 3 MGMT Up at least 5 min Yes ez Mo 60 seconds (Default)

O ., Interface a2 RAILA Up at least 5 min Yes Yas Mo 60 seconds (Default)
Groups (1)

O w, Interface 9 RAILE Up at least 5 min Yes Yas Mo 60 seconds (Default)
Attributes {17)

O w, Interface B RAILY Up at least 5 min es Yas MNo 60 seconds (Default)
Roles (5) .

O (% ping Up at least S min Yes Yes Yes (1) &0 seconds (Default)
Inventary O -, SNMP Up at least 5 min Yes Yes Yes (2) 60 seconds (Default)
Refresh timeline  Type: Passive Monitor

F, Domain Time Sync Fail ¥ ¥

Links (0) U T Y = =

O _;Q Domain Time Sync Out . Yes ez
Tashks (0]

" Type: Performance Monitor

[0 <= CPU Utilization Yes ez 10 Minutes
O # Disk Utilization Yes Yas 10 Minutes
O # Memaory Utilization Yes Yes 10 Minutes
O G‘ Ping Latency and Availa... Yes Yes 10 Minutes
O § VMware Datastore IOPS Mo Mo

Connect Engage. Explore. Empower.
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SIEM and NMS
Dataflow
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DMZ NAS Server

Cyber Server 01

o=

Syslog

NSM

AIM

SIEM

IEBS Workstation

Non-Windows Components

Cyber Server 02

I=0=r I=0=0

~
WMI
BKUP, RPT,
LOG, DB
Y
Windows Components
Storage Servers
==L
Windows Servers
Windows
Workstations

Protocol Description [Acronym Ports
—— Windows Management Interface WMI TCP/ 135, 139, 445
EWEJ ;._ Syslog Communication SYSLOG uUDP/514
Cisco Switches — Monitor Ware Event Forwarder MW UDP/10514
storage server Network Security Manager
Printer 1ty ianag NSM TCP/443, 3306
Communication
90066965 E'I‘ .E°E= ePO Server Communication ePO TCP/8443, 65246
McAfee IPS Cisco Firewall Non-Windows Servers SIEM Backup Service BKUP TCP/139, 445
SIEM Reporting Service RPT TCP/139, 445
SIEM Log Storage Service LOG TCR/111
SIEM DB Storage Service DB TCP/111
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Alarm Settings

» Alarming to AIM works by configuring an Alarm action
for the SIEM Alarm to forward to AIM.

@ X

Summary Condition | Devices | Actions @ Escalation

« When and alarm is generated, the SIEM Sends a

Log event Generate Reports:
SyS|Og Message to bOth HOStS' Auto-acknowledge Alarm Execute remote command:
« The Primary Host parses the syslog and Visual Alert: Send to Remedy:
processes an AIM Alarm in the Ul. Create Case: Assign Tag with &0
- Conﬂgure Alarm|ng to AIM Update Watchlist: Blacklist:
N . Send Message: Configure . Custom alarm summary
« Alarm Settings -> Actions -> Send Message ->
. SYSLOG@192.168.2,12: 514 User:... Bemove
Conflgure. SYSLOG@192.168.2,13;514;Usar;... Remove

Add recipient

Cancel < Back MNext >

MIRION
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PING Monitored Components

AIM

I=0=L
VMWare Virtual
Appliances

—)
c—

NMS

PING

Storage Servers

A

VM

vCenter Servers

==t
A A

SNMP, PING

SNMP, TRAP, WMI, PING

A 4

==L

SNMP Monitored Components

y

Windows Components

I=n=0

o=

Printer

| S8 oo oo aD |

Cisco Swites

McAfee IPS

Cisco Firewalls

NTP Server

oEOEnI

SIEM

Windows
Workstations

'E°E=|

Windows Servers

'E°E=I

ESXi Servers

Protocol Description Acronym Ports
‘ Simple Network Management Protocol SNMP TCP/161, UDP/161
‘ SNMP Traps TRAP UDP/162
‘ Windows Management Interface WMI TCP/135
‘ vSphere Monitoring VM TCP/80, 443
‘ PING Monitor PING ICMP

Engage. Explore. Empower.
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» Alarming to AIM works by a custom executable created by Mirion SIS
‘CreateAIMAlarm.exe’

* When and alarm is generated, WUG passes parameters to CreateAIMAlarm.exe,
which then parses through a custom XML file to provide the appropriate alarm
message and formatting for the alarm state.

« The Alarm is then transmitted as a message to AIM.

« AlM receives the message and then produces the Alarm in the Alarm List on the
Ul.

= Configure Alarming
« Active and Passive monitors directly call CreateAIMAlarm.exe

« Performance Monitors call WUGNotify.ps1 via Scheduled Task
« Parses WUG Database
« Writes any new alarm states which have been generated (WUGsize.txt)
« Calls CreateAIMAlarm.exe to send new alarms to AIM

MIRION
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¥ AUTHORIZATIONS

Alarm Summary *  Devices Settings

V

TOTAL 31 ALARM(S)0 &=

DATE/TIME ¥

5/24/2019 12:39:40PM D

5/24/2019 12:25:39 PM

SIEM Alarm ALARM §/24/2019 12:25:10 PM
ALARM 5/24/2019 12:12:50 PM

5/24/2019 12:02:30 PM

5/24/2019 11:50:39 AM

5/24/2019 11:41:19 AM

5/24/2019 11:38:19 AM

5/24/2019 10:57:10 AM

D
D
D
D
D
D
D
D

5/24/2019 9:48:38 AM D

WUG NMS Alarm : smmnmnm :

IRITON
“’:/lonnect 24
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SIEM
SIEM
SIEM
SIEM
SIEM
SIEM
SIEM
SIEM
SIEM

| Scheduled modified on MTS-SAS-OP2

USB violation on AD-A

Scheduled task modified on MTS-SAS-OP2

Scheduled task modified on MTS-SAS-OP2

Scheduled task modified on AIM Host Server B

IP address spoofing detected by DMZ Firewall

Antivirus Client was disabled on IEBS-WS1

IP address spoofing detected by DMZ Firewall

Scheduled task modified on M TS-CAS-OP2

Muitiple application control violations on cas-op2.aimscs.local
Scheduled task modified on MTS-SAS-OP2

U3-CAS-PRT.SNMP SNMP on U3-CAS-PRT is down

Engage. Explore. Empower.
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Final Exam

» How does WhatsUp Gold obtain status information from system components?
» Where do you go to access the WhatsUp Gold interface?

» How are WhatsUp Gold alarms sent to AIM?

» What are the main functions of the SIEM?

» What is the difference between the ELM and the ESM?

> What are some of the alarms already defined in the system?

> Where do you go to start investigation of alarms?

I\/IIRION
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Who is ready for their next NRC Cyber Inspection?

MIRIO N
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TECHNOLOGIES
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Questions?
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